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Risk Prevention and System Construction of Data Compliance in Cyber
Private Enterprise: From the Perspective of Z Company’s
Illegal Acquisition of Computer Information System Data

XIE Deng-ke
(Research Centers of Theoretical Law, Jilin University, Changchun Jilin 130012, China)

Abstract: As a main type of corporate compliance in the information network society, data compliance promotes
information network enterprises to abide by laws and regulations, and achieve balance between corporate interests
and national security, personal information protection in the process of data. Data compliance is conducive to the
transformation from government regulation to self-governance in the field of personal information protection and
data security. Data compliance is a necessary way to meet the obligations of information network security
management for the enterprises who are the gatekeepers of the digital economy and the network society. From the
perspective of data lifecycle, compliance risks of data mainly include risks in data collection, provision, cross-
border and other different process. Enterprises need to formulate data compliance in accordance with laws such
as the Data Security Law and the Personal Information Protection Law. It” s need to establish processing
procedure and internal rules for different types of data, and make data compliance system covering data lifecycle.
It’ s also need to set up data compliance organization around a core group of data security officer and personal
information protection officer in the corporate governance structure.

Key words: data compliance; cyber private enterprises; data classification and grading; data lifecycle
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