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On the Construction and Legal Obstacles of

China’s Enterprise Data Compliance System

Hu Ling, Ma Zhongfa
(School of Law, Anhui University of Finance and Economics, Bengbu, Anhui 233000, China;
Law School, Fudan University, Yangpu, Shanghai 200433, China)

Abstract: The construction of enterprise data compliance system is an important part of data security governance. Data
compliance laws and regulations prompt commercial organizations to improve their data security standards and prac-
tices. The construction of an enterprise data compliance system should adhere to the primary principle of "data secu-
rity", coordinate the conflict between the data compliance system and the company’s management and internal control
system, and establish a data compliance scenario governance mechanism. The legal obstacles in the construction of
China’s enterprise data compliance system are put forward from three levels: Firstly, at the legislative level, the data
compliance legal system is fragmented and conflicted. Secondly, at the law enforcement level, data compliance supervi-
sion agencies have overlapping responsibilities. Finally, at the judicial level, data compliance cases face difficulties in
collecting evidence, applying laws, and identifying losses. It puts forward suggestions in three ways: coordinate the con-
flicts of existing data compliance legal systems, and issue implementation regulations related to data compliance; coor-
dinate the conflict of responsibilities of law enforcement agencies and find out the focus of data compliance enforce-
ment; improve the evidence preservation system, strengthen the typed research on data compliance cases, and improve
the identification losses.

Keywords: enterprise data compliance; data security; scenario governance; data supervision; digital evidence
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