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Abstract In recent years, cryptocurrencies based on blockchain technology have emerged and at-
tracted widespread attention from various parties. Compared with traditional payment methods,
cryptocurrency has the characteristics of decentralization and supports transaction anonymity. How-
ever, anonymity also provides hidden conveniences for illegal activities, making cryptocurrency in-
creasingly a payment medium for money laundering, extortion, and other illicit activities. Therefore,
cryptocurrency anonymity protection and countermeasures technology are a hot issue for current re-
search. The research on the anonymity of cryptocurrency transactions mainly focuses on protecting
transaction anonymity and the confrontation of anonymity. In terms of transaction anonymity protec-

tion, researchers mostly use zero-knowledge proof, Tor network, and other anonymity technologies to
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ensure the anonymity of users in the entire transaction process from different perspectives. Regarding
the confrontation of anonymity, the researchers mainly combined the transaction information disclosed
in the blockchain ledger and the dissemination data in the network layer to analyze the transaction
traces left by users in the transaction process from different perspectives. In this paper, we first give an
in-depth analysis of transaction anonymity's connotation and summarize it into three aspects: (1) Uni-
dentifiability. For a given transaction, the observer cannot identify the true identity of the transaction
participants in the physical world. (2) Unlinkability. For a given two transactions (at most, one of
which is sent by the observer), the observer cannot determine whether they are paid to the same user.
Also, the observer cannot determine whether the same user-initiated them. (3) Untraceability. For a
given transaction, the observer cannot trace the flow of funds between the address to which the trans-
action was sent and the address to which the transaction was received. Then, we group the existing
anonymity protection schemes into three categories according to the different focuses: (1) Unidentifi-
ability protection schemes represented by Tor network, which mainly prevent observers from associ-
ating transactions with real-life user identities by hiding node information; (2) Unlinkability protection
schemes represented by zero-knowledge proof technology, which mainly prevent observers from asso-
ciating transactions with real-life user entities by hiding transaction information in the ledger to pre-
vent observers from associating transactions with user entities; (3) Untraceability protection schemes
represented by coin mixing technology, which mainly prevent observers from tracking the flow of
funds based on the links between transaction participants by severing the relationships between them.
At the same time, we also summarize the anonymity analysis methods of digital currencies from three
aspects: (1) Unidentifiability confrontation, the observer uses the traffic information generated at each
stage of cryptocurrency transactions, combined with the IP address, geographic location, organiza-
tion’s identity, and other information belonging to the P2P node, to identify the real identity informa-
tion target transaction. (2) Unlinkability confrontation, where the observer discovers the correlation
between user addresses and transactions by observing the transaction records in the public ledger
based on attributes such as transaction amount, fund flow, and transaction time. (3) Untraceability
confrontation, where the observer combines the ledger data and on-chain information to track the fund
flow of the transaction. Finally, the paper summarizes the cryptocurrency anonymity research insti-

tute's challenges and future development trends.
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77 RINZ RS ROIEAE BRE . HETE A MA
FTEEFETE ORI 7 SRR R ARIEN] . &4 L RS
g LA RS T A

(1) FHPUEY]

FHRAIE B AR V/F 96 UE 5 7E R A 5 A AT T A
FAE BN B0 T UE B — A5 W2 s AU iRy
R L ARVEEIS PRI R, R )2 iR
2 s BORBAT PR, IfF Hathfead#e (R4
B S % A8 ) & DL Rl {5 1 0 kAT,
TR 22 A B P AT LAIA Ry 2 e 4 iy 201,

TERCF B MR, IR EOR & TR B TT
A T BT IE S 28 5 Mk | 38 5 4 A A USRS 2.
AT LABH (kW% R T IRAS A5 B HEN ] K A2 2
BRI SEFR. I, AT LAAE S —F DR o AT 4 vk
M7 5. ABTE— SRR BL R, I EOR W] LU
Lo ANAT BB, 14N, R FIZ B [A] B [ i
35 W7 WY 58 oy Witk M52 5 A, iy T e i 2
AT R0 5 T A5 WL 5 T ¥ W 22 5 X5 22 [ 1Y)
R, MMITCTk IR ER2E 5 1 0 4 Ui 1)

32 7 AFFRIEM Y ( Non-Interactive Zero-
Knowledge proof, NIZK ) 4 AR JE—F AR L HFuE ] &
MBUEE HAT S A EMFIE 7%, HETC #0Y
HFHCAR M, i Zerocoin™, ZH AR A i
R A IR Al se 5. SR, SR NIZK #
T 1Y 25 AR AIE A 5 A B B R A 5 TR R 1Y
B0 UE P ]

fa R 22 B HIHUER ( zero-knowledge Suc-
cinct Non-Interactive Arguments of Knowledge, zk-
SNARK ) Xf NIZK 47 T ok, fEPRUEAR S B AR
(i) s DI A i B 5 180 A fih 2 ) L B 6 ol 5 )
). {2, zk-SNARK 525 B2E =I5 £ KRG H)
IR B A SRS HOR M @ R FIIEY]. B
2R =5 ARG A LS BN X AL 7y RGN 4
i S S

2018 4, Ben-Sasson % NP T 0§ J (1 %
BH 2= H11R1IE BH (zero-knowledge Scalable Transparent
Argument of Knowledge, zk-STARK)FA, ZHAR
P A BT SR UE B e AL O 36 ik 22 0 B B /N T 24
JEM A, Jof il 5 = kA s S, 5L
BT RIIR B B W . SR, iR AR BE B

N T R zk-STARK F77E )X — A, Bunz 4%
N PUE T 3 A AR 3 B AR AR UE B UMY Bulletpr-
oofs, ZHML A NP L zk-STARK T 574
25 ). 72 A 55 L B s AR /NI TR T, zk-STARK ik
| 60bit 44 Ty B UE B K/NA 200K B, Bulletproofs
IRF 120bit 424 T MUEN R/ 1KB. I,
R BRI 3 A X R Ge b,z DT LR
TR AR FEAH A 2018 4F 10 H , Monero” JF 44 %
Bulletproofs £ R SZ FrHAL %L 5 ML, RHZ G
Monero 3458 5 /M 18 KB 18/ 3 KB.

2019 4, Bowe 55 NP4 H T Halo B, %1
WK Bulletproofs 38 936X H 5 ZH 1Y 3 72 50 32
HEACRIT A 202, f#H T Bulletproofs H A7 7E [
KRN B R L 2021 4F 10 H, i PMUEN zk-
SNARKs WML T RAE Zeash Hh FZi51T.

(2) W&

B 44 POLF R i P 8 AR RL B A Al
BN R — 55 AT 4 44, B UEE A AT LA
N Z RO, (HIF AN RE B AR 2 25 44 4 1)
B, ABADRIPELENEAN, H1EN—
Tl B 24 O AP 5 S T B mrh.

2014 4, Monero #£F CryptoNote PMIF % I
2:. Monero 7ERIEZE F BB, R A A KR
WA Ty RETT R, BRI R, M35 Kk T
ZAIE—% Monero 3ZH M, RGN ze s
AR T AL 028 Zy i iR IRVE S By (HiFR
i mixin ), 5 RPEREAE 2 ) B E AR B — NI
1. RS RN E T 58 5 M E R RN, B
BRI MR Z , 285 W 2 St
K. B S5 BRTEXER/NE 3 ) Monero 255, #k
1M, Monero 38 5 B4R (1) K/ Nl B PR A5 18 R ST Y 38
MM, X TCREIE N T DX B 1) A7t AR

2017 4F, Monero H4 5 H) 1Y% 24 S 8
FIEREE IR 44, (AR IR 44 K/NBU/IN T —2F, [A]I
75 DX P Bl A7 i AR 2 BRI T #2308 —2F. 2020 4F,
Monero it — XA E 4 T EAT T, R T @G
A BEE [ & P 44 BF 4] CLSAG(Concise Linkable
Spontaneous Anonymous Group)&# %, 13385
KNI 25% , [N 52 5 B AR 3 1R 2 20%.

(3) [RZmE

[F) 285 0 8 e — b SRR AR R % SCER AR LR 2
SR B i E A R . Ber it mE A R

@D https://www.163.com/dy/article/DUOVIB2T0511WDOR .html 2018
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B 5 T Monero 32 5P

P F B [R5 % B2 R A Pedersen 7145 Al Paillier
#2013 45, Adam" E UK RIS s £ A 51 A K
FRMAES, £ H THLE AL H( Confidential Transact-
ions, CT) MM, BAEMIESS S IEH 171 [FAF
Ve ELAR (9 52 5 42 1. 2015 4F , Maxwell 7E AR T &
S XL A S 1 BAR T LSS EL®. WL A S R
T Pedersen 7Kifr. TEALE AT T, 385 Kk T
25 AR A F P2P 1 A2, RN E LA
A2 Ty G AT AR . 28 By B 3R A o iR AL )
Y BT i A5 A e S R S S 0 i R AT
YIRS 5 B BB B ARL, G FIE 28 2 S P 4
iz RO T 285 &8, KRR T WS HE T
5 by TR 51 M 1 ] REAE.

BRAE LUAR T RGN AL Z H AR Z 4N, Monero
TERZEABARPHEA FSIAIEL A, —HD
EE T HHLEZ Y (Ring CT) HiAR. ZHARM
i Pedersen 7Kifs LA B FEIUE R H AR, 7ERUKAE 2 4
BRI, WARIE T2 TF Al 56k

(4) BT 704

BE TN AEERARA T b —Fh X BE Y R R,
AR E B SS B 7% AR T AR,
T 2% it DX LRt IO 26 75 550 BT 1T I 1) H 225 BE T IR A7 i TR
J1. AT S P RS RA R B L 28 5 BUHE A4
THET B, %P5 A8 T DAAE R —Fh Bk A 52 75
TESR BB AR O, LA To i o AR BE Y
Lol R MEM ZE 7y WA T 28 S OCERE R, M
MR 1385 AT BEHE .

W ILIEE N AR T ZA TN 2% (Lighting Net-
work ) “FIEE HL /% ( Raiden Network ) . H A
W 2% J&FF UTXO ( Unspent Transaction Output, &
RS T ) BRI BE T A7t 7 %8, TR H L%
FE I T AR BB B EE R A O 2. TN 4%
e, P () 3 A S VA 3 G X [ S AN T ok
17285, 285 kKikJ5E it m—A by k% —E
Y LR TORFT I A I . AE Sl E G e
R T SRR R A ) 1] SRR LU R TR A TV . AR

MG, B ERASGE S P Z 8 1) 5425
ST BERAE 5 K, PR T TP Bh. 7 HL R 4%
D) 2 i 2o A B S 29 LA BT AL 1 DN H R 4% P BE T SRS
i A ST 2
43 AFABERMERPHR

A G AL G WA B R AL 5 Kk 5 5
ST WO Z B DGR, W58 35 ] LA SR B —
A2 oy k5 HAW S Gy s hik T A 58 il s, AT
VLB BRI SE o b AW U 1) B 52 55 AT 3 B
PERYORAP 7 S RLI% B KRR SE 5y 36 5 S WO 2
] SCHR PRI RE ). H BT C A BYAS Al 38 BE R AR 4 7 %8
FEASE AR AT E T RIR T

TR AR S IRIG L o Kk T 5 A WO 2
IR ER, SRERBCFRMAATEENE. A 2010
SELCKREZE I T —RIIBIR T Ir %, (45 BitLa-
undry. Bitcoin Laundry. Bitcoin Fog Lk } CoinJoin.
— kUL, FEEAMREAE NS, Rifuefe
PR AL Fu BRI, tksh, 12 ShapeShift iX
FERYECT B 52 5 ik 2 R S i TR IR 55

(1) e fbiRm

HC AR TR TR B 7O T — A P AL R R
IR 55 #. FH P 5 S ) ik b o i) — > ik A7,
I — A Hhk gk (Wi 6 Fias ) . %Ry e
BRI =07 IR 55 ROk SRR TR S5, IAF7E—
FIREAER . B, ARERUETR MR 55 At
SRR MR B P48 E ok, B0 P B
PRI s R, M g5 SR AR AT LI SR A R
HZ AR SCZ . B, 50 =05 IR 55 i,
TR T 52 5 BN AT 38 B 4 18 3 e IR

h T ARAESE S A AR TR T A 2 v AN AT 3 25
P, T R UESS S i At i hE [R) A4 5C 08 =07
%5 B AR TT L. 2015 45, Valenta 55 A **/7E BlindCoin
CRSIA T BEAEOR, i H e b #5977
A, S TR O IR G R B TE ERTE. (HE
B IEIN T RS BT SR (8] TT 5

(@D Back A. Bitcoins with homomorphic value(validatable but encryp-
ted). https://bitcointalk.org/index.php?topic=305791.0 2013

@ Maxwell G. Confidential Transactions. https://people.xiph.org/
~greg/confidential values.txt 2015

@ The Bitcoin lightning network: Scalable off-chain instant payments,
https://blog.bitmex.com/wp-content/uploads/2018/01/lightning-network
-paper.pdf 2016

@ Raiden Network. What is the raiden network? https:/raiden.net-

work/101.html 2018
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Inputs

K6 i eii s s

2018 4F, Tran 55 AP s 44 TR B AR 5 T {5 44
F7¥4% ( Trusted Execution Environment, TEE ) #H
ZEEPEH T Obscuro UMY, # B IR T BT THAE
5RO S5 PR AL R i A B E A PR S, B IR R
TR MR R o7 BUH P AF 3 AT, TR 5 b
JnA AT AR, DT B R TR T AR

(2) Lk

Frue AR IR TR i 2405010 A iR g5 a4k
[FHAT R —E M. Lo bR a2 H P ER
b FIHALRFEREIR TS CE 7 Fiw ),
AT AV A SR 2 585 A I Bl — MR T
Lo, T A IFUUE AE 5 SEBR & 24 M a8
oy Wy AR A AR, I, Bk A AR SR
LRI OB SEY SR E DT D

2013 4%, Maxwell JEF by EARER T
CoinJoin PHS. Z UM ARVFR 2 %€ EA A R 4 % 1
ZoEHh—Ex s, ZH5MPERE HC T
Motk & 721258 5 Wt e X A8 Gy it A1 44, &
W —E 252 R T2 Y. BARZ T A3 4h
BB 1R UL 5% 35 TG % 20 T A5 31 32 5 i A i 22 1) 1 6
., B2 5IEM 5 0 HADH P EH ] LIS HNZ OCER
KR, EHFERmEE, DEAERPAEEN
Dash M2k H T /5 19 CoinJoin 4K

-

| B |

| 4 Bl : |
T,

| —> 1 c | | > B|

| > 40> |

| | | —0c

| | - T |

| E | | —> E|

> —>
| D | 1P @ > F|
F |

| L > |

______ ] C
K7 iR MR R E

2014 4E, Ruffing % AP%E CoinShuffle 15| A
AT TR B 24 A B MY Dissent. % HRY
ARV R P AR A I R A 28 B3 X IR 4R
AT #E s HOR, G S 5 P TR

AHDR i ARAE AT § (G B9 2810 E i H
W Z B, SRR R ZRS i+1 M. 8 it
A PR B JE R B O AL AT S
B2 InEE R, SRE R FE R I 20K B O
M e k=T M. &, BE—1
FHPCRE B I SR A T i 5 AR A5 BT A 1) 0 b -
FEMA B C A5 HuhE BEFTIRYE . CoinShuffle 6
TIRTM RGNS ARG AR, 4248 T Rk
k. HZUOMERI T RENITERA, BRKT
o M.

CoinShuffle++Pp 30 13K CoinShuffle 1 iY i
IR A WM FF DC-net ( Dining Cryptogr-
apher net) #%it#) DiceMix BMYPY, @i %=
1) 77 AR VE 11 5 H AL ) i th b ik 22 [A] 9 SC Tk 56
A, MIMERIENTRAM. BT DiceMix PHYTG
s AR I s 5, I CoinShuffle++REAE7E 1k
#5 CoinShuffle #H[R]% 4> H AR [FI A, X HESE AR
1R 1A 38 7y A B
4.4 EZMERIPERGISH

TEL PRI ECF S b H b, WF & N 5L 2345
HGRHZFMEZERY TR, N2 ELS)
2 M. AT DI i B e a3 oA, Xk
R B A4 PE AR T ZR 7 SE PR S 0% b B L A I 3
T Aot 32 3 R T MR By e 24 50 62
SEIAE Ty WA AT AR TRME | S AT R R DL SO AT GE B
P T R FH 1 B 24 P DR AP 26

(1) Zerocoin

Zerocoin J&—FR A T FRUE B EOR Y LU RE
My R, FEELHETAY (mint) FEREE
Yy (spend ) WFPAZ Ly BRI e LLAR T

M PR B AR R, v DL
B8 Gy W — 5 BB Y LR T 645 Al Zerocoin. I/ Af
DB E AR A 28 1 AR TR B T2 IR B R
o At 0 25 A S I b 5 A N B BE P E IR T, O
PAFPIA X T R, PR EAETY Zerocoin
Bf, AT AR R A R 7 4 1 O SORIE R A
CHIAE — ™, 0 T YR 5 2 554
By LLRET &k 2= H bt 7 LR 5 Wi,
AP AT ARER I e TR AL Yy, IR
TR A ORI, PSS E Tok H P L
A6 SRk AHOCHR , 28 5 AN AT B PRI 3 1 IR IE.

(2) Zcash

Zcash J&—FRH T HHRIEI R 18758
M, A T iR A8 B B i, Al LA o &
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*3 HBPERMHFEDHE

e gkt ANA AR ARl AR B ER T

Zerocoin 2016 4 10 H - NIZK -

Zcash 2016 4E 10 A - Halo (2021 4 10 AZJ5) Halo (2021 4 10 HZJ5)
Monero 201445 /] 2P 4% WEZ . WHLHRZ S . — IR Mbil &4 %S . — kbt
Beam 20194 1 A - WL T . BMRAEES CoinlJoin

SERO 2019 4F 6 H - Super-ZK Super-ZK

V828 5 BRGNS DL N 35 UF 38 5 1 & vk

Zcash $EAL T PRSI (14) 52 ) b hk P e 45
— B ML (t-address, F3CHR t Hihk ), %2k
itk 7208 3 L LR b b AR R 5 59— 202 bRk b bk
(z-address, F3CFR z Hidlk ), ZIEHBIEASFE A TT
A B, HAE AR UE A — A 500 38 ) Hbhk
Z 5735, fERE z Muhb i 58 7= s 00k 76 Bl
i ( Shielded pool ) H, %Kik % z Hihk s z Hiht %
B AE Ty 4 BUER AN T UL ). AR 52 B bk R
[f], Zcash HHYZE 5 AT LAy AN AL, 28— 282U
Wt HhERIEEE S, I S AL LR T
Lyl HAZ GG B SEE AT AT 5
TREW Sz Wbk RS Sy, A G
PUERER Z) &85 Mk, HSWEisr 28
S . K 8 JB/RT Zcash HRIIUFPAE S8, 43
K t-to-t, t-to-z, z-to-t LAK z-to-z.

Shielded pool

t-to-t t-to-z
t-address; > > t-address, »|
A
! z-to-t

z-10-Z

-» z-address; > -» z-address;

<
<

Kl 8 Zcash RN[AZEIU AL G 1i

£ Zeash 325 1, z Huhk i 7 e s 738
S EAVER R, HHRA 2 Hihk AR L
oy BRI B Z N, 2z HhE AR 22 )
K3k J7 AL Gy FOT IR BA I RAE A A,
T 3RE B 1 WL AR TR AS £ S5 A T P B R il
HZ MR SRERC R, PRI T 5 A T BEREE ;s 2
A2 oy W) A 1 07 AR WO Rl SR 2z ik R 47 52 5
W, AALEGE T IRA TR S5 S, FIRRrE—E
FEJE L VI 152 5 W5 Z [ B SR, At 0
PUEWIEARTE R M S o R B, AR LR 4758
Gy WA FTEEHENE [l it AT DA B {4752 5 ATl 5
ERERIRICR.

(3) Monero

Monero J&3EF CryptoNote HMUIT % 1 —FhE
AVEBCF O, R T AR E S MR | A
FAR L R AL — kMl ( One-time
addresses ) Fi AR V7E N (1 2 T 44 PEAR AR, X s
HARMEGEA AN ZAZE Y T Monero 285 1)
Ve, FEARATARIRPE T, 6T MR B 4 N 2%
FR BRI 265 w5 B, 7T LAAT R0kE S 58 01
2 Gy Mokt IS B A A HL OCHR 5 FEAN AT BR3P
I, %57 TR A 24 HOR B AE 5y K% 77 28 5
Huhb, SR RS2 BOR BRGsE & e, R —1Ik
P b Tk B R B 2E 2 FE O B Hhk i SR R 435l
Pl T IRAS ORI 2 5 5 8., ke 1S3 il i
AT B AT FH P R IR P ) A G HE OC R 5 FEAR AT
BEEHET, EREMERPLGEAEMH, #E—2]
Wr 738 5 W7 Z BB R, B IE WA EARIE L 5 S
575 2 6] ) S R BRI 5 1) 08 4 ik 1)

(4 ) MimbleWimble

MimbleWimble*J& —F 4 5L T HLE2E 5 H AR |
RAHEA . BuREEABANERERAT PNL, H
144 4 Tom Elvis Jedusor FYIFFT A G2 F 2016 4- 8 H
e, BHET, ETFZBOFRMREEEFEERTA
Grin 1 Beam, Jf H#BT 2019 44547 |46,

MimbleWimble PpSU AT LL#E Gf- b fif & Monero H
FEFEM) ZE Ty E 4k 5 Al 9 e Z M i o8 J& . 7E
Monero X, BRI ZE A F AR T Monero
Lo WM, FESMT R T R T A8 5 s K
51 ) X B B PR e DL e . H
Hii, Monero T 2838 13>k 1] Bulletproofs £/ R7E— &
PR 2R Tz, [0 5838 5 B 1 R /MK SR
# it 3kb, 1 MimbleWimble WpFE i i Bulletproofs
FARJG 35 KAML LN 2.5kb. [AlAF, MimbleWimble
532 5 A& IFH AR (cut-through ) BYZE A 15X

Z&Hna
s A RS R A, #F—2H T Grin, Beam

@ https://www.getmonero.org/resources/moneropedia/stealthaddress.html

@ https://github.com/mimblewimble/grin/blob/master/doc/intro.md
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F4 TEARRM RS S
P Uik B R R e
o R R T P S L R A
LIRS PR ISR B b g e s 00 0 T 5 28 2
BN WRIRE SRR, R RAF B 52 et s 4 . S Monero [32]
SR 5 S A ST SRR
0 B Bl R 71;4“‘ ‘
ret S22 4 3 3 T 15 Tt 0 )7 U OE AT P e 6 W 42 5 B K \fﬁkﬁ%fﬁmﬁi .
PP . - KA G = EARZ T M LR [33]
471 S04 Bloom i JE 4% SPV % J iy .
e
P R WOE I T IR B, KRR 6 2 5 B F I
SR \¥| \LAJ{—H—‘I‘j_i t 4 _
1 L 3 o 0 19 24 1 Ry CRSE S L [13-15]
FEPRSE5) (LT BEAR A A0 B IR0k S0 33 RIE S0 36 5 I MR AL B "
ey HE B SREA HAC S BARAE Y 9% ! [40]
e IR WIEEAT BRI P AR CIGEA Tor B35 ASHEAL” 4 5B
S B3, FTRR LRI Tor IIZREIIT T 05 55 B JUIG B 4615 2 o i 9 36 60 T LA [34]
ST RS IR T
L AS G IR, I S5 ROV UM 05 8 T
S5 B B HEFT AT Kb [38]
HPRANEE [ OISR 5 . AN R A B K Monero
. 2 3| X 28 1% Bl 1) 5 i
WL, TR BAC S N S R AL [39]
sy RIS AN SRR AP RO (TR AR
MFJ W W 5 FCBE A Zeas (391
=4
PR A L TR R A I, %% N N .
zgjzz;;;gﬁgnggiéi$ii5%%@%&H%;x%%%ﬁ%ﬁ%ﬁ%
= P e N LA Menero  [39]

SRR

ERFRME P R

(5) SERO

%1 ( Super Zero, SERO ) V& —F % il NIZK
BAR, JIF AR R RS & he & 2 1) BE 44 R e
M, RO T AL R 52 5 I 4 PEAR Y, b
A LASE B BE A 2958 5 O B A4 PEAR .

SERO T LIMEN Zcash mJ—Fhpkifi)rd. B
Zcash 1535252 3% A2 R0 RIE W B sC A A o 25 4130
UEBA A et A B £ B )@, (T Zcash 2R
FHT 55 Lo T 0 45 A0 [R) (9 S 2 2040, AR o 758k
Re— AN BB AR HLE 0 RN 4, AT
Frfai R 5 b AR, ATS8RAFAE UE B A AR i)
KR SERO Al FH 4 22 SR IE B HMY Super-
ZK R ALT _BN128 [ ZEfil Groth16 FilAb#
ZOREC PGHRI3 TiAbHE 7 48, 466 T BE R Wi Ab B
PR 173, KM 7 R0 RUE B 4 2E s . X
e JEffi S SERO AN TE L 35t i 2 FE 1 T A
SETEAE 5y W J7 AR AL T Zcash.

5 BFEMXZHERMEXNMAR
BB E LRI T — R R R RS

D https://sero.cash/cn/

By mmZHWEL e, BIESRE ST, Xk
TRAPJ7 R BT R SR B 44 PE AT PRI, WL AT TR AR
REAE AR 5 52 S 1k R P BT A0 06k 22 Byl X 52 5y 114 B 44
PEFEAT 0. BEXE B AR AR B 0 B 4 PR AR 3P OT
ARIR AN AT ARIRNE | AN Al SR A W] S8 BR
= ANT5 TR 2R B B 44 R 23 A T ik AT IR A A

Mgk
5.1 AAFRIRMEXT I

Y HTE A W IE B ERGE T, AR )
P BT 3 A T 53 1T 38 2 1Y 45 B B 7 AR 1Y)
MR, IS P2P 1S TP Mkt . MR
PR AR EE R, X HREE S L B 5 B kAT
FrRifl. HETE A BT TAEP 55 58 T 52 5 61
BB BE . S SRR Y B LA K A 5 WAk By BE = A AR TR
B B B0 28 5 AN AR IR R R AT 40 B 8 4 4
57 HHTE 0 AR AT AR B oA

(1) FIHZEZ B B B

FERE S BIEN B, P T2l it 22 5 & P 5
P2P 5 S HEATACH. , NI 38 5 SR FE 2 Wi . 7
TH AT A I B T 5 T B % P bR i
A5, 3 A X S B AT DAHE I HE A2 by S Ho R
R EZ AR, HAT, R EEE
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B 7 1A S Monero (152 5 012 By B9, o e o e
7 Monero HUZC 5 OIIEIIEL, Sehy P iSO YD),
LR SRR H R, R SRR RS =
N . A . N NN N e . RO e o JTT——" ( Key: [Key N Key, Keys Keyi | ” m
15 R 2 X 238 G il R AT I UE. AR iEAE i, 19 | WK | o Ren |
s . " N QYA mmwa,
R UL RS By R R I % R A . 2018 L SR - BEER
A, Lee 25 AP bSm AR 05 16 % I 6] A5 B O Y A it
MR B, DAAME S R R RS R, i
SIHTAE SR L 2 B AN It T 58 5 B 2 TEAE T 4 T 50 5 B B B 9 R AT A e 40 7

SR CAnE 9 BifaR ), dEm AT LLAS 2138 ) Sk A
5% i 2 [8] 1 G BRE 2. %5 B R R 2N BRAE
DTS AN BAAE A SR AS B 1 SR B TR 58 5 1 LS
B, FLUERR R R i 22 YA i ) R 44 Z R 1Y)
SR 22 SRR UL E .

OF#ELT R

ks Y

@A

B>< u

st amres ~ S0

Wl e S OFRFMENA
BitcoinZi#i{g. . ’ 4 \ '-D.

Hh, WREE 8 i 4T Bloom i I # A R fER A SPV
TR, JF HA X — SPV i Rk A
Bloom i JEAF B M2, TN SC T-1% SPV Y ki

HhEE BBt 2. P, 4% Bloom iy il
WEEE A THEAT AT AR 73 B 68— i A5
I
|
|
\ Gtk — |
Fm m B —_ |
’@k%ﬁlterloadﬁ%@ _Jﬂ |
o
g ———" ;' — =

22

K10l AL T d A 2B ) Bloom id B4R

2021 4, Hu F AP WIW T SPV 45 f 5 —4
W Z A ERE, FIH SPV 154 A s g1
275 fUR % Bloom i JE AR X —HLHE, 4K T SPV 1y
SR A4 Y Bloom i iERE s [N, fEHUE—
1 SPV TN L THENLE L 5s, R SPV 5
SUPEWBTTT ) 26 3% 42 5 J5 23 3T & 7% Bloom 1 JE 71X
—HUE, RS 2% SPV Y YA — 4 Bloom i JE
4. 10 JEAR TR X R AR RVE S 5 O S AR
Bloom #f JEAFAYIFE. SLHREE R KN, @it Bloom
1T PR RS AT AR IR B i BT 4 ] 1) 38 B MUk ) AR
B RERXTE— SPV 1Y S BEIE IR1S P Bloom 1 ¥
FRit, LS BRI 1 3 ) 46 P 15 28 T
SPV T A AE Zyuhik. Kk, 83 Bloom id JE 7R bR
WAL G 1 B35 IR A R,

(2) FIHZE o 4GB B A5 B

TER LR B, 28 o5 B B 7 0% T W 2%
HTE B REHLNZE P2P W = Il . Y ge
AT DA B 46 rh AL 35 T BT, T LLZE S B
PR A B Bt 3 D8RR VR P X6 58 2 WA B 1 s A T4
. 22 S AR 50 B 7 % B AS ) 0] 43 Sk 2 AL 4%
PS4 B U SRS 9 2 B D

FETALRE RS 23 T AR $i 5 0 i BT B

RN, AR B Sk SR L A AR ) 0 3 R
RN . —AECh LA BB, ERCE TR
P 28 Hr B — AT LS P2P 4% Hh ok 2R ST
RN BT 7, R AT AR T a5 ] 4 rh R 16 3
Gy, SRIGHRYE HCT AT MAHERT S R
ZEAC Sy B BF (BRI B A 4B B A, SE T 43 #7415
B G IR LT . B2, BT IER R R
W, IFHEAWR N T EE T R RRHE,
XX A8 Gy 4 3 ™ B 4. oL, ander Bk i
FIH T S5 T0] B 2 2 0 2 A BT iR 19 R AR RS I B
1 Ay S B

2018 45, AR AR T —Fh 3 FHEH T
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Background

At present, the research on the anonymity of crypto-
currency transactions mainly focuses on protecting transac-
tion anonymity and the confrontation of anonymity. In
terms of transaction anonymity protection, researchers mo-
stly use zero-knowledge proof, Tor network, and other ano-
nymity technologies to ensure the anonymity of users in the
entire transaction process from different perspectives. For
example, Monero protects the transaction input by using ring
signature that hides the real transaction input; Dash muddies
the relationship between transaction inputs and outputs by
employing mixcoin that severs the correlation between
transaction inputs and outputs. Regarding the confrontation
of anonymity, the researchers mainly combined the transac-
tion information disclosed in the blockchain ledger and the
dissemination data in the network layer to analyze the trans-
action traces left by users in the transaction process from
different perspectives. For example, the correlation between
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bitcoin transactions can be obtained by analyzing the topo-
logical characteristics of the bitcoin transaction network.

In this paper, we first give an in-depth analysis of
transaction anonymity's connotation and summarize it into
three aspects: unidentifiability, unlinkability, and untracea-
bility. Then, we introduce anonymity protection techniques
and anonymity countermeasure techniques for cryptocurre-
ncy and carry out a comparative analysis. Finally, the paper
summarizes the cryptocurrency anonymity research insti-
tute's challenges and future development trends.
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