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Abstract In the context of the development of the global digital economy, data has become an
important asset for enterprises. China positions data as one of the national basic strategic resources
and innovative elements of social production. In recent years, the proliferation of ransomware
attacks from hackers has posed a significant risk of data leakage to enterprise data security
management. Secondly, unconscious data—sharing operations by employees during the production
process are also an important way for enterprise data asset leakage. With the promulgation of the
Data Security Law, regulatory agencies have made data security reviews a part of the industry
security inspections for operators. Therefore, based on regulatory compliance, research and
practice related inspection technologies to help operators enhance their security inspection
capabilities, ensure data security, and meet the needs of compliance regulation and business

development.
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